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1. Gateways Supported

The following table list all the payment gateways supported for each Smith Module that processes
payment transactions.

Business
Directory

Payment Gateway

Amazon Checkout X

ANZ eGate (Bank Hosted) X X
Authorize.Net AIM X X X
Authorize.Net AIM Emulator X
Authorize.Net SIM (Bank Hosted) X X
Authorize.Net Recurring Billing

(ARB) X X
BarclayCard (Bank Hosted) X X
BeanStream X X
BluePay X X
C-BOSS (Bank Hosted) X X
Check2Pay X X
Cybersource (WCF) X X
DIBs FlexWin (Bank Hosted)

DPS Payment Express

(Bank Hosted) X X
Elavon Internet Secure X X
Elavon Virtual Merchant X X
E-xact X X
eProcessing Network X X
eWay (eway.com.au) X X
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eWay — RapidAPI X X

First Data E4

X
X

First Data Global Connect PayPlus
Form

X
X

First Data Global Connect Web
Service

Google Checkout

Merchant E-Solutions

Moneris E-SelectPlus Direct

Moneris E-SelectPlus Hosted

MyGate (South Africa) - Hosted
Payment Page and 3D Secure

National Payment Provider (Bank
Hosted)

Netaxept (Bank Hosted)

NMI

PayJunction

Paymex (New Zealand)

PayPal Adaptive Payments

PayPal Adaptive Instant Payments
Notification (IPN)

PayPal Website Payments Standard

PayPal Standard Instant Payments
Notification (IPN)

PayPal Website Payments Pro

PayPal PayFlow Pro

X |IX | X | X [ X| X |IX|X[X[X|X]|X | X | X[|X|X]|X|X
X |IX | X[ X | X | X [ X[X[X|[X|X|X | X |X|X]|X

PayTrace

PayWay by WestPac

(payway.com.au)
Bank Hosted

X
X

QuickBooks Merchant Services
(QBMS)

X

QuickBooks — Innovative Gateway X X

Revision Date: 11/15/2014 4




Ce SMITH

Smith Module Gateway Setup Guide

Realtors Electronic Commerce
Network

RedFin Network

Sage Payment Solutions

Sage Pay (Direct , Direct
w/3DSecure, Bank Hosted)

SecurePay - Australia Post

Setcom - Hosted Payment Page

SkipJack

SkipJack Advanced Processor API

Spanish Confederation Virtual POS
(ceca.es)

Transaction Express

TransFirst — Transaction Central

UGSPAY

USA ePay

X |IX | X |[X| X | X|X|X|X|X | X|X]|X

X |IX | X |[X | X | XX |X|X]|X | X|X]|X

WorldPay
(Direct with 3D Secure and Bank
Hosted)

X

X

WorldPay — CardSave (Bank
Hosted)

X

x

Custom Web Service — Develop
your own plugin to SmithAPI (hosted
and direct gateway support)

Manual Processing (No Gateway) -
Allows you to configure the module
without real time credit card
processing. If you choose this
option the module saves the
customer, order and credit card
information in the database and you
have the option to process the credit
card transaction at a later time
manually through your credit card
terminal or virtual terminal.
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2. Recurring Billing Support

The following table lists which Smith modules support recurring billing payment gateways transactions.

Payment Gateway Smith Cart Reg Pro I\B/lilling Bgsiness
anager Directory

Authorize.Net X X X X

BluePay X X X

First Data Linkpoint X X

g?grlijir\éVebsne Payments X X X X

E?gPal Website Payments X X X

PayTace X X

eWay X X X

NMI X X X

Skipjack X X X

Note: Either Smith Cart or Smith Registration Pro can be used to pay invoices created by Smith Billing
Manager; therefore Billing Manager works with all the gateways listed under the Smith Cart and
Reqgistration Pro modules.

3. Amazon Checkout

Smith Cart is integrated with Amazon.com’s Checkout by Amazon. Checkout by Amazon provides an
easy way to accept payments in SmithCart. Amazon Payments handles the payment and generates a
payment receipt.

Checkout by Amazon provides your customers the faster way to check out with Inline Checkout. With
Inline Checkout, buyers click the Checkout with Amazon button and quickly complete the purchase,
remaining on your site during the entire checkout process.

Use the following steps to setup your SmithCart module with Checkout by Amazon:
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4 | X [l 2 ging

|| Eile Edit View Favorites Tools Help

7. Favorites ‘E Seller Central

amazon services

seller central

E-Mail address: |

Password:

(signin_)

Forgot vour password? | Help

Log in to Amazon

Not already selling on Amazon?

Amazon.com customers.

Register now to sell your products to millions of

Seller Central

For Amazon.ca sellers

1. Login to sellercentral.amazon.com

M seller Central x

€« c

amazon - “our Checkout Website (Sandbox) (=]
SANDBOX

https://sellercentral.amazon.com/gp/homepage htmi?ie=UTF8&%2AVersion%2A=1&%2Aentries%2A=0

L R AR

HOME | MESSAGES | HELP | LOGOUT

r ‘ORDERS vT INTEGRATION vT PERFORMANCE 'T SETTINGS v] Search \G:DJ
Site Map - Welcome to the Checkdut by Amazon Sandbox T -
Jul 29, 2008
Orders A New Tool for Basier Integration

= Manage Orders

Integration

+ Integration Central

+ Create Checkout Button
= Error Console

= Access Key

* MWS Access Key

= Up-sell Settings

= Marketing Toolkit

Performance
* Customer Metrics
+ Performance Notifications

Settings
Account Info
otification Preferences
ogin Settings
hipping Settings
ser Permissions
heckout Pipeline Settings
= Manage Taxes
Shopping Cart Settings
+ Your Info & Policies
+ Manage Promotions

Reset to default view

Get started with
Checkout by Amazon

Switch to Production

If you're working on integrigting Checkout by Amazon Standard, we
have good news. A new Infegration Wizard is now available that
makes adding Checkout by Rmazon to your site even easier. The
wizard provides step-by-step instructions and generates code
snippets that you simply cop§ and paste into your website.

Get started with the StandardIntegration Wizard ‘ Manage Your Case Log - ‘

An Integration Wizard is also #ailable for Checkout by Amazon

View vour case log
Inline.

New Customer Metrics
Report Now Available!

Get started

n

Get greater insight into your
performance and customer
satisfaction with our Customer
Metrics report.

Make sure you are in the
Sandbox environment

Learn more

2. Make sure Sandbox is selected for testing purposes. When you are ready to go live, select
Production and repeat the steps below.
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BB MWS Access Key

€« C' | & nttpsy/sellercentral.amazon.com/gp/cha/seller/mwsAccessKey/showAccessKey.him fref=x_accesskey_dnav_» off ﬂ? & & A

amazonpayments™ Your Checkout Website (Sandbox) (=] =
SANDBOX

HOME | MESSAGES | HELP | LOGOUT

ORDERS + PERFORMANGE vT SETTINGS v} 0

Integration Central

MWS A Create Checkout Button

=

When you| Error Console ou send a request to process an order either through HTML or XML. When you send your request, you have
the option lvent unauthorized maodifications to the contents of the request.

Access Key
Checkout MW A « dentials from Amazon MWS (Amazon Marketplace Web Service). To generate a signature, you need an
Access Ke: ceess Key ssociated with your Amazon MWS account.

Up-sell Settings
To learn my F g Is, including when to use them and hew you calculate them, please refer to the Implementation Guides.
Marketing Toolkit

Access Key ID and Secret Access Key

Access Key ID Your Access Key ID:

Your Access Key ID identifies you as the party responsible for the request. MIKERRFRLRIRRLURERBIR X E

Secret Access Key
Your Secret Access Key:
Since your Access Key ID is not encrypted in requests to Amazon Payments, it
could be discovered and used by anyone. You use your Secret Access Key to “Hide
«calculate 3 signature to include in requests to Checkout by Amazon. To learn more
about request signatures, including when to use them and how you calculate
them, please refer to the Implementation Guides.

IMPORTANT: Your Secret Access Key is a secret, and should be known only by you

and Amazon MWS. You should never include your Secret Access Key in your

requests to Checkout by Amazon. You should never e-mail your Secret Access Key O py yo u r
to anyone. It is important to keep your Secret Access Key confidential to protect

your account.You are solely responsible for the security of your Access Kev ID and

Secret Access Key and all activities associted with their use. ACCGSS Key a n d
Secret Key

3. Go to Integration -> MWS Access Key and copy your Access Key and Secret Key

BB Checkout Pipeline Settings

€« C' | & nttpsy/sellercentral.amazon.com/gp/cha/seller/account/settings/user-settings-view.html/ref=xx_cbap ueset,(‘* & & A
amazonpaym&r;tosx, Your Checkout Website (Sandbox) (=] HOME | mESSAGES | HELP | LOGOUT Ml
( ORDERS vT INTEGRATION vT PERFORMANGE vu (60)

Account Info
Notification Preferences Shopping Cart Settinas
Checkout Pipeline Settings Login Settings

. Shipping Settings
Click Edit to review and edit your order pipeling :
User Permissions

Checkout Pipeline Settings Checkout Pipeline Settings

Successful Payment § 'anage Taxes

m

Cancel Payment § S"0PPIng Cart Settings

Your Account § YoUr Info & Policies Copy your Merchant ID

Manage Promotions

Shopping Cart Security: Enabled what's this?
Instant Order il i i ings:

Merchant URL: http://smith-consulting. / What's this?

Integrator URL: http://smith-consultingd.com/ what's this?

Your Merchant ID Learn more

Your Merchant ID:

Order Reports Settings Learn mora

Order Report Type: You are not currently receiving scheduled order reports. what's this?

Order Report Schedule: What's this>

Pop-up Window Banner (Optional)

D ey R— —_—
B At ————

4. Go to Settings -> Checkout Pipeline Settings and copy your Merchant ID
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(D) Online Store
L €' | ® localhost/dnn551cart/OnlineStore/tabid/61/ctl/ManagePaymentMethods/mid/388/Default.aspx qﬁ ﬁ &7 A

Online Store Products My Account Vendor BuyNow2 Admin

You are here » Online Store Thursday, May 03, 2012

Store Admin Menu | Payment Methods |  Zones | | Payment Gateways || Billing Terms

Payment Gateway Setup

© Payment Gateway: | Amazon Checkout E|I *

m

Merchant ID:

AWS Access Key D0

AWS Secret Key:

@ Test Mode:
© Authorize Only:

@ Accepted Card Types

Visa MasterCard AMEX Discover PaSte your MerChant ID’
@ Show Bil Me Later. [] Access Key and Secret Key

5. Go to Admin Menu -> Payment Settings -> Payment Gateways and put in the values you
obtained from Checkout By Amazon for the Access Key, Secret Key, Merchant ID
[F e ==

(2) Online Store x

€« C' | ® localhost/dnn551cart/OnlineStore/tabid/61/ctl/ManagePaymentMethods/mid/388/Default.aspx

Store Admin Menu | Payment Methods | Zones | | Payment Gateways || Billing Terms

LR B=REAR

Payment Gateway Setup

@ Payment Gateway: ‘Authonze.Net (AIM) EI *

AP Lagin:

TransactionKey: [ |

© Test Mode: =
© Authorize Only: ]

 Acceptad Card Typac: Checkout by Amazon

Visa MasterCard AMEX Discover payment optlon

Payment Checkout Options

© Show PayPal Checkout Option- [}
© Show Checkout By Amazon Option:
Merchant ID-

AWS Access Key ID:

AWS Secret Key:

@ Show Google Checkout Option [}

You can also use Amazon as an additional checkout option if you have another gateway configured as
your primary gateway.

Amazon has strict rules on how long they will allow each store to take to ship an item. If you do
not mark orders as shipped within the time period they allow, Amazon will cancel the order and
refund the customer. Make sure you are keeping up with orders in Seller Central!

Revision Date: 11/15/2014 9
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- Amazon requires that your site use an SSL certificate from one of the certificate authorities
on this list for their callbacks. If you are using a cert from another CA, you will not be able to use

Checkout by Amazon.

- https://payments.amazon.com/sdui/sdui/helpTab/Checkout-by-Amazon/Technical-

Resources/SSL-Certificates-and-the-Callback-API

When your Amazon Checkout is configured, your users will be able to checkout with the Checkout with
Amazon button seen in the screen shot below:

SHOPPING CART

CONTINUE SHOPPING SAVE CART

Product

World Industries

CLEAR CART

Coupon

Enter Coupon Code:

APPLY COUPON

Ship To
First Name: Smith
Last Name: Consulting
Address: 20 Kendall St
City: Laguna Miguel
Country: United States
State/Region: California
Postal Code: 92677
Shipping Method: Parcel Post

CALCULATE SHIPPING

Revision Date: 11/15/2014

VIEW SAVED CART

Unit Cost

53.00

Quantity

1

CHECKOUT »

Line Total

Remaove 53.00

UPDATE QUANTITY

Total
Sub Total - $3.00
Discount -50.00
Shipping Fee : 50.00
Handling Charge : 50.00
Sales Tax 0% : 50.00
Total : $3.00

Checkout
C [ ecko émaén -Q)

10
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The following popup will appear, prompting customers to log in to their Amazon account:

- '
£ Amazon Payments: Sign In - Google Chrome _ Eléu

B https://www.amazon.com/ap/signinfopenid.asscc_handle=amzn_cbalopenid.identity=http

F 2

SmithConsulting

Amazon.com Sign In

Amazon Payments uzes information from your Amazon.com account to complete purchases.

My email address is

Isu pport@smith-consulting. com

My password is:

............|

ign in

* Create an Amazen account

* Forgot vour Amazon password?

amazonpayments

User Agreement | Privacy Motice

1| ]

Once they customer is signed in to their Amazon account, the shipping information will populate from their
Amazon Address Book. They will then need to click the “Calculate Shipping” button, as seen in the
screenshot below:

Revision Date: 11/15/2014 11
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-

Amazon Address Book

Select an address (or add new address)| | Shipping To:

Smith Consulting - 20 Kendall 5t, dmith Consulting
Laguna Niguel, C.A 92677 20 Kendall 5t.
Laguna Miguel
CA 52577

United States
Phone: 94098283020
Edit Address

Privacy amazonpayments

L.

CALCULATE SHIPPING /

The shipping address that the customer selects will then auto-populate in the checkout page:

-

Revision Date: 11/15/2014 12
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CONTINUE SHOPPING SAVE CART

Product

VIEW SAVED CART

World Industries

CLEAR CART

Coupon

Enter Coupon Code:

APPLY COUPON

Ship To
MName: Smith Consulting
Address: 20 Kendall St
City: Laguna Miguel
Country: United States
State/Region: California
Postal Code: 92677
Ship Method: Parcel Post - $5.20

CHANGE SHIPPING

CHECKOUT »

Unit Cost Quantity Line Total
$3.00 1 Remove $3.00
UPDATE QUANTITY
Total
Sub Total - $3.00
Discount : -30.00
Shipping Fee : $5.20
Handling Charge - 50.00
Sales Tax 0% : 50.00
Total : $8.20

PROCEED TO CHECKOUT »

The next step of the checkout process is shipping. The address selected from the Amazon address book

will populate itself in the fields of the next screen:

Revision Date: 11/15/2014
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STEP 1
Welcome Shipping Payment Method Confirmation
First Name:® | Smith
Last Name™ | Consulting

Address Line 1:*

Address Line 2:

City*

Country:

State/Region:™

Zip/Postal Code:*

Email-*

Primary Phone:*

Secondary Phone:

The credit card information will also populate from the user's Amazon account:

20 Kendall St

Laguna Miguel

United States
California |z|
92677

support@smith-consulting.com

9496293020

[C] May we contact you with product updates and special offers

BACK HEXT »

Revision Date: 11/15/2014
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Welcome Shipping Payment Method

Confirmation

-

-

Payment Method

Choose credit card Add new Pay With:

O visa #2840 Viga =**0553

(%) Visa =653

Privacy amazon paymen‘ts

4

* Billing Details Click Here

BACK NEXT »

When the user selects a payment method, they will be taken to the confirmation screen:

Revision Date: 11/15/2014
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CONFIRM
Welcome Shipping Payment Method Confirmation
Payment Method Amazon Address Book
Pay With: Shipping To:
Visa 0853 Smith Consulting
20 Kendall 5t
Laguna Miguel
CA 52877
United States
Phone: 845-8325-3020
Privacy amazon payrments Frivacy amazon payrments
Order Details:
Product Unit Price Quantity Line Total
World Industries $3.00 1 $3.00

Sub Total - $3.00
Shipping Fee : 3520
Discount - -50.00
Sales Tax 0% - 50.00
Total : 5820

BACK SUBMIT ORDER

Once the transaction is complete, the final screen is the Confirm Status page:

Revision Date: 11/15/2014 16
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Thank You! Your order is confirmed.

Order Confirmation - Order ID: 27

Shipping Information

Smith Consulting
20 Kendall 5t
Laguna Miguel
United States
California

92677

Parcel Post -- §5.20

Order Details:
Product Name

Waorld Industries

Revision Date: 11/15/2014

Billing Information

Payment Type: Amazon Checkout
Account No:

Unit Price Quantity

53.00 1

Line Total

53.00
Sub Total - $3.00
Discount - -50.00
Shipping Fee :  §5.20
Sales Tax 0% - $0.00
Total: $8.20

17
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CONFIRM STATUS

Thank You! Your order is confirmed.

Order Confirmation - Order ID: 27

Shipping Information Billing Information

Smith Consulting

20 Kendall St

Laguna Niguel

United States

Califomia Payment Type: Amazon Checkout

e Account Mo:

Parcel Post - 55.20 [=]

Order Details:

Product Name Unit Price Quantity
World Industries $3.00 1

The Benefits of Using Checkout by Amazon
e You gain access to tens of millions of active Amazon.com account holders.
e You provide a safe and secure way for your buyers to pay for orders on your website.

e Your buyers see the Amazon Payments mark, so they are confident that their payment
information is secured by Amazon Payments.

4.  Authorize.Net (AIM)

Smith Cart is integrated with Authorize.Net’s Advanced Integration Method (AIM).

The following credentials are required by the Authorize.Net gateway:

Revision Date: 11/15/2014 18
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APl Login - This is a required field for the Authorize.net gateway. API Login is a unique id that identifies
you with the gateway provider.

Transaction key - This is the gateway password and is a required field.

Please Note: Authorize.Net expires their test accounts after 30 days. You can apply for an Authorize.Net
test account using the following link http://developer.authorize.net/testaccount/

5. Authorize.Net (SIM)

Authorize.Net Server Integration Method (SIM) provides a customizable, secure hosted payment form to
alleviate security requirements of SSL and PCI.

The following credentials are required by the Authorize.Net gateway:

API Login - This is a required field for the Authorize.net gateway. API Login is a unique id that identifies
you with the gateway provider.

Transaction key - This is the gateway password and is a required field.

Receipt Link Text — Enter the text that you want to be displayed on the button on the Authorize.Net
payment confirmation page. When the user clicks the button at Authorize.Net they will be returned to
your DNN portal.

To obtain your API Login and Transaction Key login to your Authorize.Net virtual terminal as follows:

e Log Into Authorize.Net

e On the first page, look for the “Account” section at the bottom left hand side. Click on “Settings”.

e On the settings page, click on “API Login ID and Transaction Key”, which is located in the
“Security Settings” section.

e Your API login Id should show on the API Login ID page, and to obtain a transaction Id, follow the
instructions in the “Create New Transaction Key” section.

There are a number of settings that can be configured to make your Smith Registration Authorize.Net
integration more seamless for you and for your users. By logging into your Authorize.Net account, you
can control the look and feel of the Authorize.Net payment form, email your users a payment receipt after

they successfully fill out the Authorize.Net payment form, and configure your Authorize.Net account to
automatically send updates regarding the status of a form’s payment.

A. Configuring the Authorize.Net Return URL

1. On the first page, look for the “Account” section at the bottom left hand side. Click on “Settings”.
2. Click on “Response/Receipt URLs”, which is located in the “Transaction Format Settings” section.

3. Click on the “Add URL” link that is located in the Response/Receipt URL page.

Revision Date: 11/15/2014 19
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4. You will then see a textbox where you can add your form’s unique URL. Navigate to the confirm
page of the Smith Registration (the page with the process payment button) and cut and paste the
URL from your browser window to the Authorize.Net response URL field.

B. Customize Authorize.Net Payment Form

Since your users will be redirected to a secure Authorize.Net payment form to fill in their billing
information, you may want to customize the look and feel of the payment form to match your website to
provide a seamless user experience. In order to customize the Authorize.Net payment form please do the
following:

1. Log Into Authorize.Net - https://account.authorize.net/

2. On the first page, look for the “Account” section at the bottom left hand side. Click on “Settings”.

3. On the settings page, the first section is labeled “Transaction Format Settings”. In that section,
click on “Payment Form”.

4. In the payment form area, you can customize the header, footer, color settings, and the form

fields that appear on the Authorize.Net payment form. To customize each area, just click on the
appropriate link.

C. Send Your Users a Receipt

If you collect a user’'s email address when they complete the Authorize.net payment form, you can opt to
send them receipt via email. To do this:

1. Navigate to the “Settings” section as described in the previous section.

2. Click on “Email Receipt” which is located in the “Transaction Format Settings” section.

3. Check “Email transaction receipt to customer (if email address is provided)”

4. Add any text that you would like to be sent to your users in the email receipt.
Note: If you want your users to receive an email confirmation receipt from Authorize.Net after they
successfully pay through Authorize.net, you must collect their email address. To ask for an email address,
customize the form fields to ask for “Email” in the “Customer Billing Information” section. Smith Cart

automatically sends an email confirmation receipt so configuring Authorize.Net to send a receipt is not
required.

D. Setting up recurring billing on the Authorize.Net Payment
Form

Revision Date: 11/15/2014 20
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To setup recurring billing on the Authorize.Net payment form you can configure a new field on the
authorize.net payment form called Recurring Billing Transaction which indicates whether the transaction
is a recurring billing transaction.

To configure additional fields that you would like to appear on your payment form follow these steps:

Log into the Merchant Interface at https://secure.authorize.net

Click Settings under Account in the main menu on the left

Click Payment Form in the Transaction Format Settings section

Click Form Fields

Click to select the checkbox(s) in the View column next to the fields you would like to display on your
payment form

For each field you are adding, click to select the check boxes in the Edit and Required columns if you
would also like to configure either or both of these attributes for the field

a. View — The customer can view but not edit the information. For example, if you would like to
display an invoice number. Information that is View only should be submitted with the
transaction information to the payment gateway. Contact your Web developer for more
information.

b. Edit— The customer can view and/or edit the information but the field is not required to
submit the transaction. For example, if you would like to collect but not require the customer’s
email address, configuring the field as View and Edit allows the customer to provide this
information with the transaction.

c. Required — The customer must provide the information in order to submit the transaction. For
example, if you would like to require the customer's card code. When requiring this field, the
View, Edit and Required attributes must be configured.

arONE

o

7. Click Submit

Be sure to test your payment form anytime you update fields and their attributes to be sure that it meets
your requirements.

See the following url at Authorize.Net for more info on configuring your payment form

http://www.authorize.net/support/merchant/

Navigate to section Form Settings and Customizing the Hosted Payment Form.

E. Authorize.Net Payment Pages

In Smith Cart you add items to your cart and checkout. When you are on the final cart checkout screen
(Confirm page) and you click the “Submit” button you will transferred over to the Authorize.Net payment
page to enter your credit card number and billing information.

The following are screen shots of the Authorize.Net payment pages:
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Authorize.Net Payment Page:

" Authorize.Net

SECURE CHECKOUT

Order Information * Required Fields
Total: US $50.00

Payment Information

Payby (& CreditCard O Bank Account (USA only)

n) ,. »
visA e 22 |8

Card Number: [ }’ {enter number without spaces or dashes)
Expiration Date: [ }’ {mmyy})

Card Code: [:l What's this?

Billing Information

First Name: [Mlke + LastName: |Perry

Address: IZO apple

Zip/Postal Code: |92677

[ Submit ][ ResetForm ]
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Authorize.Net Confirmation/Receipt Page:

Receipt Page

Authorize.Net

SECURE CHECKOUT

|  Returnto Smith Consulting |

Thank you for your order!

You may print this receipt page for your records.

Merchant: Mass Test

DatelTime: 29-Sep-2008 12:20:59 AM
Transaction ID: 2147523982
Authorization Code: e0tsuN

Payment Method: Visa ***1881

Total: US $50.00

Billing Information

Mike Perry

20 apple

92677

All Rights Reserved

F. Authorize.Net Errors

The following are a couple common errors that you may run into if you haven’t configured your
Authorize.Net (SIM) account and payment pages correctly:

(13) The merchant login ID or password is invalid or the account is inactive. - This error occurs when
either your login Id or transaction key are invalid. Please refer to the section on Configuring Authorize.net
above and make sure that you have obtained the proper login Id and transaction key.

(14) The referrer, relay response or receipt link URL is invalid. - This error occurs when you have not
entered a response/relay URL into Authorize.net, or the response/relay URL
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6. Cybersource (WCF)

Smith Cart is integrated with the Cybersource payment gateway. Smith Cart is integrated with
Cybersource using the Cybersource WCF .NET SOAP toolkit integration method

The following credentials are required by the Cybersource gateway:

Merchant ID - This is a required field for the Cybersource gateway. Merchant ID is your unique gateway
id that identifies you with the Cybersource gateway provider.

Transaction Key - This is the gateway password and is a required field.
To get your Cybersource gateway Merchant ID and Transaction Key you need to login to your
Cybersource Virtual Terminal or Contact Cybersource directly. You should generate two transaction

security keys—one for the CyberSource production environment and one for the test environment.

Web.Config Entries

In order for the Cybersource gateway to work properly you will need to update your web.config file and
add the following sections:

1. Find the <system.serviceModel> node and within it add the following two bindings in the
<basicHttpBinding> section:

<binding name="ITransactionProcessor" closeTimeout="00:01:00" openTimeout="00:01:00"
receiveTimeout="00:10:00" sendTimeout="00:01:00" allowCookies="false"
bypassProxyOnLocal="false" hostNameComparisonMode="StrongWildcard"
maxBufferSize="2147483647" maxBufferPoolSize="2147483647"
maxReceivedMessageSize="2147483647" messageEncoding="Text" textEncoding="utf-8"
transferMode="Buffered" useDefaultWebProxy="true">
<readerQuotas maxDepth="2147483647" maxStringContentlLength="2147483647"
maxArraylLength="2147483647" maxBytesPerRead="2147483647"
maxNameTableCharCount="2147483647"/>
<security mode="TransportWithMessageCredential”>
<transport clientCredentialType="None" proxyCredentialType="None" realm=""/>
<message clientCredentialType="UserName" algorithmSuite="Default"/>
</security>
</binding>
<binding name="ITransactionProcessorl" closeTimeout="00:01:00" openTimeout="00:01:00"
receiveTimeout="00:10:00" sendTimeout="00:01:00" allowCookies="false"
bypassProxyOnLocal="false" hostNameComparisonMode="StrongWildcard"
maxBufferSize="2147483647" maxBufferPoolSize="2147483647"
maxReceivedMessageSize="2147483647" messageEncoding="Text" textEncoding="utf-8"
transferMode="Buffered" useDefaultWebProxy="true">
<readerQuotas maxDepth="2147483647" maxStringContentlLength="2147483647"
maxArraylLength="2147483647" maxBytesPerRead="2147483647"
maxNameTableCharCount="2147483647"/>
<security mode="TransportWithMessageCredential">
<transport clientCredentialType="None" proxyCredentialType="None" realm=""/>
<message clientCredentialType="UserName" algorithmSuite="Default"/>
</security>
</binding>
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2. Find the <system.serviceModel> node and within it add the following two endpoints in the <client>
section:

<client>

<endpoint address="https://ics2wstest.ic3.com/commerce/1l.x/transactionProcessor"
binding="basicHttpBinding" bindingConfiguration="ITransactionProcessor"
contract="CyberSource.ITransactionProcessor" name="portXMmL"/>

<l--<endpoint address="https://ics2ws.ic3.com/commerce/1l.x/transactionProcessor"
binding="basicHttpBinding" bindingConfiguration="ITransactionProcessor"
contract="CybersourceTxn.ITransactionProcessor" name="portXML" />-->
</client>

3. Save the changes to your web.config file

Please Note: In step 2 above there are 2 endpoints; the first one, which is uncommented is the
Cybersource “test” endpoint. The second endpoint which is commented is the “Live” endpoint.
When you're ready to go live, you will need to comment the “test” endpoint and uncomment the “live”
endpoint as follows:

<client>

<!--<endpoint address="https://ics2wstest.ic3.com/commerce/1.x/transactionProcessor"
binding="basicHttpBinding" bindingConfiguration="ITransactionProcessor"
contract="CyberSource.ITransactionProcessor" name="portXML"/>-->

<endpoint address="https://ics2ws.ic3.com/commerce/1.x/transactionProcessor”
binding="basicHttpBinding" bindingConfiguration="ITransactionProcessor"
contract="CybersourceTxn.ITransactionProcessor"” name="portXML" />
</client>

7. Google Checkout

Google Checkout is a checkout process that you can offer in your store to enable customers to buy
from you quickly and securely, using a single username and password. Once they make a purchase,
you can use Checkout to charge their credit cards, process their orders, and receive payment in your
bank account.

1. Log into the Google Checkout Merchant Center Sandbox:
https://sandbox.google.com/checkout/sell/settings?section=Integration

2. Find your Merchant ID and Merchant Key in the upper-right corner and make note of these.
Make sure Shopping Cart Post Security is checked and Callback Contents is set to XML.
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Integration documentation
Integration developer's guide
Google Checkout discussion group

Integration settings

Shopping cart post security
vl My company will only post ds
Account information

API callback URL (Level 2 integy,
Google merchant ID

pecify a URL far Google to n

e.9. senal-number=123-456-7
@ Notification as XML {Requires an HTTY Choose XML notifications
e.g. <google-order-number>123</googl®

Notfication as HTML (name/ivalue nairs) (R

Bauizes an HTTPS URL)

3. Goto BuyNow > Settings > Payment Gateways, select Google Checkout, and paste your
Merchant ID and Merchant Key. Make sure the Test Mode setting is checked.

4. Copy the API Callback URL from the Payment Gateways page, then go back to the Google
Merchant Center Sandbox and paste the URL into the textbox. Remember to click Save when
finished.

Payment Gateway Setup

o Fayment Gateway: Google Checkout
APl Callback URL i 7gateway=GOOGLECHECKOUT &test=1
|

Merchant ID:

Paste merchant 1D and key

Merchant Key

5. Click Save on the Payment Gateways page.
6. Before testing, be sure to sign out of the Google Merchant Center Sandbox.

7. Goto SmithCart and check out as normal. You will be redirected to Google Checkout. You can
use any Google account to check out except it can't be the same account as your merchant
account. Set up a test credit card as your payment method, continue checking out and then click
Place Order.

8. To verify the order, log in to the Google Merchant Center Sandbox and click on Orders.

9. To verify the payment, go to BuyNow > Settings > Payment History. If the payment was
authorized and the API callback was successful, the Payment Status will be marked as True and
the Auth Code column will display the Google order number.
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PayType Acctio

Message

Status
Auth Code

GOOGLECHECKOUT | Hosted Gateway beabbc1b-ele2-44f4%

T

541171343013218

When you are ready to switch from Sandbox to Production, log in to your Google Merchant Center
account (not the Sandbox) and repeat Steps 2-3 to replace your Sandbox Merchant ID and Key with
your Production Merchant ID and Key. Also remember to uncheck Test Mode on the Payment
Gateways page and copy the new API callback URL.

When your Google Checkout gateway is fully configured, your customers will be able to use the
checkout process normally. First, they must enter their information as seen in the screenshot below:

SHOPPING CART

CONTINUE SHOPPING SAVE CART VIEW SAVED CART

Product

@ World Industries

[Z11 would like to receive my member discount on applicable items

CLEAR CART

Coupon

Enter Coupon Code:

APPLY COUPON

Ship To

First Name: Smith

Last Mame: Consulting

Address: 20 Kendall St

City: Laguna Migue!

Country: United States |Z|

State/Region: California |Z|

Postal Code: 92677

Shipping Method: Parcel Post |Z|
—

BACK

Revision Date: 11/15/2014

Unit Cost Member Price

§3.00

$0.00

Quantity Line Total
1 Remave $3.00
UPDATE QUANTITY

Total

Sub Total - 53.00
Discount : -50.00
Shipping Fee : $0.00
Handling Charge - $0.00
Shipping & Handling : 50.00
Sales Tax 0% : $0.00
Total : $3.00
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After the customer clicks calculate shipping, they will be taken to the following page in order to
confirm their shipping and payment total information:

SHOPPING CART

CONTINUE SHOPPING SAVE CART VIEW SAVED CART CHECKOUT »

Product Unit Cost Member Price Quantity Line Total

Woaorld Industries $3.00 50.00 1 Remove $3.00

[C11 would like to receive my member discount on applicable items

CLEAR CART UPDATE QUANTITY
Coupon Total
Enter Coupon Code: Sub Total - $3.00
Discount : -50.00
APPLY COUPON Shipping Fee : 5520
Handling Charge : 50.00
Shipping & Handling : $5.20
Sales Tax 0% : 50.00
Total : $8.20
Ship To
Name: Smith Consulting
Address: 20 Kendall St,
City: Laguna Niguel
Country: United States

State/Region: California
Postal Code: 92677

Ship Method: Parcel Post — §5.20 [=]

CHANGE SHIPFPING

BACK ‘ PROCEED TO CHECKOUT »
e ——

After clicking the “Proceed to Checkout” button, the customer will see the following page:
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ULTING
STEP 1
Welcome Shipping Payment Method Confirmation
First Name=* | Smith
Last Mame:* |Consulting
Address Line 1:* |20 Kendall St

Address Line 2:

City:"

Country:

State/Region:*

Zip/Postal Code:*

Email-*

Primary Phone:*

Secondary Phone:

Laguna Miguel

United States E
California E
92677

support@smith-consulting.com

9492189600

[T] May we contact you with product updates and special offers

- @

The following screen allows the customer to submit their order:

Revision Date: 11/15/2014
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CONFIRM
Welcome Shipping Payment Method Confirmation
Shipping Information Billing Information

Smith Consulting

20 Kendall St

Laguna Miguel CA 92677

United States

Telephone: 9492189600

Shipping Method: Parcel Post Payment Type: Google Checkout

Order Details:
Product Unit Price Quantity Line Total

World Industries. 53.00 1 $3.00

Sub Total - $3.00
Shipping Fee - $5.20
Discount : -50.00
Sales Tax 0% : $0.00
Total: $8.20

BACK ‘ SUBMIT ORDER .

After clicking the “Submit Order” button, the customer will be redirected to the Google sign in page:
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ﬂ) Google wallet [ scuue |

Review order- Smith Consulting

ary  MEM PRICE

1 World Industries $3.00

Sign in to calculste tsx nd shipping.

Subtotal: $3.00
a Shop confidently with Google Wallet - Get 100% protection on unauthorized purchases while shopping at stores across the web.
Don't have a Google Account? Already have an account?
Create an account with Google Wallet OR Signiin Google
Your current email address: Email
Choose a password: Password

Winimum of 8 characters in length. [?)

Re-enter password:

Can't access your account?

Location

United States El

Credit or debit card

[visa| @B B (==
Expiration date Security Code

i v

Billing Address

Select state El

Shipping Address

¥ Same as billing address

| agree to the Google Wallet Terms of Service and
Privacy Palicy.

Create my account

You can still make changes to your order later.

After signing in, the customer will be taken to the following page in order to process their payment:

Revision Date: 11/15/2014 31



Smith Module Gateway Setup Guide

'-P-\.all L - fhaul . Y a1 '-P-\.all L ,..'fhaul . Y -1 C“all il |'fhatl
] . . - W
Review order- Smith Consulting Change Language| English (US) Er‘
ary  EM PRICE
1 World Industries 53.00
Shipping & Handling| Parcel Post ($5.20) :|
55.20
Tax (CA) - $U.U[]’_‘:
Ll
Total: $8.20
EMAIL PREFERENCES PAY WITH
) | VISA xxx-1111
Send me Google Wallet special offers, market research, and newsletters.
SHIPTO
Keep my email address cnrngennaI pest o Smith Tester - 20 Kendall St
Google will forward alkﬂm ethl}lﬁwjo andrew @smith-consutting.com. Learm: rgﬁt@\) mith Tester - enca EI a0
At ! W
Jotet™ to L raers wit Jotet™ rd "
| want to- face\‘r(e @faﬂ‘fﬁ‘fonal email from Smith Consulting. Tris® By o eckatt
Goo%° e Cf‘"’q\,ce
proce®” procs™” v

After the payment has been processed, the customer will be redirected to a confirmation page by Google:
s

, Google wallet

I e by ks 0" a8 e te
can gd‘\ﬁn 2 =\ metf-h \'\ﬁ{}hh?

nfor
%ﬁnﬁ’fﬁ Tester, you're done! . asv""*_‘ L

pf“
How do | track my order?

Get up-to-date order progress at wallet.google.com/manage

8. Moneris eSELECTplus (Canada) - Hosted Payment Page

To create a Hosted Paypage Configuration login to your Moneris eSelectPlus virtual terminal.
Once you have successfully logged in, click on the “ADMIN” menu item on the left and then in the
submenu that appears click on “HOSTED CONFIG”. In the production environment, an individual
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must be granted permission to access and alter the configuration. User permissions may be updated by
navigating to “ADMIN” and then selecting "MODIFY USER” from the submenu. Once you have found the
user to be updated, click on “Set Permissions” and update their Administrative Permissions.

To create a new Hosted Paypage configuration click on “Generate a New Configuration”. You will be
assigned a Hosted Paypage ID (ps_store_id) this is the identifier for this unique configuration. You will
also be assigned a Hosted Paypage Token (hpp_key). The Hosted Paypage ID and Token are sent as
part of the transaction request from SmithCart to securely identify your store and the specific
configuration.

Select your transaction types and payment methods.

Response Method: Select “Sent to your server as a POST”

Approved URL and Declined URL: Enter your Approved URL and Declined URL from your Smith Cart
checkout. Navigate to the confirm page of the Smith Cart checkout (the page with the submit or process
payment button) and cut and paste the URL from your browser window.

Approved URL example:
https://www.mysite.com/Confirm/Default.aspx?success=1

Declined URL example:
https://www.mysite.com/Confirm/Default.aspx?success=0

Click on the “Save Changes” button to save the configuration.
Next, configure your Moneris PayPage appearance

Click on the “Save Changes” button to save the configuration.

9. PayPal Adaptive Payments

The PayPal Adaptive Payments API enables you to send money in many different scenarios, from simple
to complex. For example, you might build a small send money application for a social networking site or a
robust payroll system.

The store owner (merchant) must have a PayPal Business account. Senders and receivers can have any
PayPal account type. Senders and receivers are not required to have PayPal accounts initially. PayPal
prompts a sender to create an account before a payment can be completed. A receiver must create an
account to receive the funds after the payment completes.

Please see the following link for more information on PayPal Adaptive Payments:

https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content ID=developer/e howto api APIntro

A. PayPal Adaptive Credentials
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Before configuring Smith Cart for PayPal Adaptive, you must first obtain your PayPal credentials from
PayPal. You can find your PayPal API credentials on the PayPal website by clicking the API Credentials
link in the left menu within PayPal, as shown in the following figure.

Paypal. Sandbox ot A

Test Accounts : : n d box
2ae S UL G e to the test

API Credentials

Test Tools

Use the Sandbox to test your applications as if they were on the live PayPal.com web site. The only
difference is the funds in the Sandbox are play money.

Additinnal resniircos

PAYPAL_USERID: The provided PayPal API username.
PAYPAL_PASSWORD: The provided PayPal API password.
PAYPAL_SIGNATURE: The provided PayPal API signature.

PAYPAL_APPLICATION_ID: Your PayPal application ID; use APP-80W284485P519543T when
using the sandbox.

e PAYPAL_EMAIL: Your PayPal email address; use your created seller account on the sandbox.

To retrieve these values on a live account, you must first request the API credentials from PayPal. After
logging in to your PayPal account follow these steps:

e Click “Profile”
e Next, click “APIl Access”
o Finally, select “Request API Signature”

Your credentials will then be displayed. To obtain a live application ID, you must submit your request for a
live application id to PayPal for review.

B.  Configuring Smith Cart for PayPal Adaptive

To configure Smith Cart to work with the PayPal Adaptive Payment Gateway navigate to the Smith Cart
store admin menu and click on the “Payment Setup” button” as follows:

I

Payment Setup
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Next, click on the “Payment Gateways” button on the top menu bar and you will see the following screen
displayed:

Store Admin Menu Payment Methods | Zones | Payment Gateways Billing Terms

Payment Gateway Setup

Payment Gateway: [J PayPal Adaptive Payments |E| ’
User Name: myacct apil merchant.cc

Password: 38748374837

Signature: myqatoken

ApplicationlD: APP-30W284485P519543T

PayPal Email: test@paypalseller.com

Test Mode: [J

Enter your PayPal credentials as follows:

User Name (PAYPAL_USERID): The provided PayPal API username.

Password (PAYPAL_PASSWORD): The provided PayPal APl password.

Signature (PAYPAL_SIGNATURE): The provided PayPal API signature.

ApplicationID (PAYPAL_APPLICATION_ID): Your PayPal application ID; use APP-
80W284485P519543T when using the sandbox.

e PayPal Email: Your PayPal email address; use your PayPal seller account email address you
created on the PayPal website

Test Mode — Check the “Test Mode” checkbox if you are using a PayPal sandbox account. If you are
using a live PayPal account do not check the “Test Mode” checkbox.

Smith Cart automatically sets up the PayPal Instant Payment Notification (IPN) when it calls the
PayPal Adaptive payment gateway so there is no additional configuration need to setup PayPal IPN.

10. PayPal Website Payments Standard
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If you use PayPal Website Payments Standard, when your customer checks out they will be directed to a
page that allows them to log into their PayPal account or pay by credit card without having to sign up for a
PayPal account.

Before you can use PayPal Website Payments Standard you need to sign up for a PayPal account.
Create a PayPal personal or business account at PayPal. We recommend you create a business
account in order to keep your personal and business PayPal accounts separate. Opening a business
account is preferable because it allows you to use a business name on the PayPal checkout pages and in
theory allows you to keep your private name separate. Presenting a business name to customers will help

build customer confidence. Additionally, a PayPal business account will allow you to configure a return
URL which is required for proper configuration in the Smith Cart.

Go through the approval process to verify your account. This will require a bank account and correct
contact information. You can contact PayPal customer service if you have questions here.

A. Configuring the return URL at PayPal

1. Go to the PayPal website and login to your personal or business account.
2. Select Profile menu (Click on Profile link)
3. Under Selling preferences, select website Payment Preferences

The following the screen will be displayed:

PayPal

My Account Send Money Request Money Merchant Services Products & Services Shopping
]

Cwerview  Add Funds Withdraw Histary Resolution Center Profile

Website Payment Preferences Back to Profile Summary

Auto Return for Website Payments

Auto Return for Website Payments brings your buyers back to your website immediately after payment
completion. Auto Return applies to PayPal Website Payments, including Buy Mow, Donations, Subscriptions,
and Shopping Cart. Learn More

Auto Return: @ On
& Off

Return URL: Enter the URL that will be used to redirect your customers upon payment completion. This URL must meet the
guidelines detailed below. Learn More

Return URL: http:/fwww 1 smith-cansulting.com

Return URL Requirements: The following items are required in order to set up Auto Return.

Figure 1
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4. Click the “Auto Return” radio button to “On”
5. Enter the “Return URL” of your website home page. See Figure 7 above.

B. Configuring Smith Cart Module Settings

Gateway — Choose "PayPal Website Payments Standard" from the dropdown box under the “Gateway
Setup” section in your Smith Cart module settings.

Merchant (Required) — Enter your PayPal email address you created when you signed up with PayPal.

Merchant Logo URL (Optional) — Enter the path to your company logo. Your company logo will show up
on the PayPal checkout screen as the user checks out on PayPal.

C. PayPal Instant Payment Notification (IPN)

IPN is a service which allows your store to receive notifications from PayPal when a customer completes
a purchase. When an order is started in your store and completed on the PayPal website, the order
information will be communicated back to your store via IPN. Because IPN is asynchronous, your store
will receive the notification even if the customer doesn’t click the Return to Merchant link on PayPal’'s
website.

Online Store Products My Account BuyMowz2

“ou are here + Online Store Tuesday, May 15, 2012

-

Choose PayPal Standard

Store Admin Menu Payment Methods Zones I I Payment Gateways |I Billing Terms I /

m

Payment Gateway Setup

© Payment Gateway: Paypal Website Payments Standard |Z| *
I Motification URL: http:/flocalhost/dnn551cart/OnlineStore/tab
@ Merchant: B RN
© Merchant Logo URL: \ Copy the Notification URL
@ Test Mode:

Enter your PayPal Merchant |ID

o=

© Authorize Only:

4 I r

To set up IPN, first go to your store Admin Menu and click on Payment Setup. Go to Payment
Gateways and choose PayPal Standard. Enter your PayPal Merchant ID and copy the Notification
URL from the textbox.
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Test Site
LogOut | | Security and Protection Search

PayPal

- My Account Send Money Request Money Merchant Services Products & Services

Overview  Add Money  Withdraw  History Resolution Center  Profile

m

Edit Instant Payment Notification (IPN) settings Add or Edit Credit Card Backto My Profile

PayPal sends IPN messages to the URL that you specify below. Add osEd Stiset Address

Add or Edit Phone Mumber
To start receiving IPN messages, enter the notification URL and select ['o temporarily stop receiving IPN

messages, select Do not receive IPN messages below. PayPal COHIIFI More Options Essages until you select Receive
IPN messages again (or turn off IPN).

. Paste Notification URL
Motification URL /
I http:ﬂlocalhostl'dnnSS‘lcarh'OnIineStorertabids’Bﬂcth’lPNs’mids’BSSs’Defau\t.aspx?gateway:lI

IPN messages
I ® Receive IPN messages (Enabled)

") Do not receive IPM messages (Disabled) \
Enable IPN

Save Cancel

Next log in to PayPal and navigate to Instant Payment Notification (IPN) Settings. Paste the
Notification URL that you copied from the Payment Gateway Settings page into the textbox. Set IPN
Messages to Enabled and then click Save.

Your store is now set up to receive IPN messages from PayPal. When an IPN has been processed the

order details will be saved. You can view this information by clicking on the Payment History button in
your store Admin Menu.

11. PayPal Website Payments Pro

PayPal Website Payments Pro is one of many gateway options offered by PayPal. PayPal Website
Payments Pro combines internet merchant account and payment gateway functionality into one.

System Requirements

o PayPal Website Payments Pro uses a DLL from PayPal (paypal_base.dll ) that requires a full trust
environment. For more information on setting up your site for full trust see the following link:

http://forums.asp.net/t/1201131.aspx

o PayPal Website Payments Pro also requires a DLL titled “log4net.dll” located in your \bin folder. If
you plan on using PayPal Website Payments Pro as your payment gateway please confirm you have
the “log4net.dll” located in your \bin folder.
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Obtaining API Credentials

To use the PayPal API, you must have API credentials that identify you as a PayPal business account
holder authorized to perform various API operations.

Although you can use either an API signature or a certificate for credentials, PayPal recommends you use
a signature.

Creating an API Signature
You must establish credentials to use the PayPal API; typically, you create an API signature.
You must have a PayPal business account.

An API signature is a credential that consists of an APl User Name along with an associated password
and signature, all of which are assigned by PayPal.

To create an API signature

1. Log into PayPal and click Profile.

- Iy Accoumt Send Money Request Money Merchant Sernices | awction Tools

Ovendiew  Add Funds  Withdraw  History  Resolution Centd

Products & Senices

My Account Overview

Enhance Your Account

2. Click API Access from the Profile menu.
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Profile Summary

To edit your Profile information, ple

Account Information
Email

Street Address

Phores and Mabile Payments

Password
Motifications
Langquage Preference

APl Access
m==ECurity Key
Business Information
Close Account

3. Click Request API Credentials.

Smith Module Gateway Setup Guide

Setting up PayPal API Credentials and Permissions

Select one of the following options to use PayPal's secure Applcation Programming Interfaces (APIs). IF you're
not sure what you need, ask your shopping cart or solution provider.

your behalf.

Grant API Permission to your shopping cart or
solution provider if the cart will make API calls on

Reguest APl Credentials
sarmame and pm;swnrd

p cart or a custom solution
that you are developing.

create an APl

Learm mong about PayPal AP concepls and terminology

4. Check Request API signature and click Agree and Submit.
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Request API Credentials Back to Profile Summary

A4P] credentials consist of three elements:
* An APl usermame
= An APT password
* Either an AP] signature or an APl SSL chent-side certificate

If you're bopping cart or solution provider, ask whether you need an APl signature or a certificate.

our shoppang cart O Request API certificate if your shoppang

& Requast API signature if},
ed for an AP] cart or solution provider requires a file-based

or solution provider has g
GLrAme. b C and signature, or if certificate.

youre developing & custorn shopping cart.

Need help deciding which credential is right for your needs? Learn mare

By chicking Agree and Submit , | agree to the API Licenge Agreement and Terms of Use .

[Agree and Submit | [ Cancel |

5. To complete the process, click Done.

View or Remove API Signature Eack to Profile Symmary

For preconfigured shopping carts: Copy and paste the AP] usermname, password, and signature nto your
shopping cart configuration or adminestration screen,

For building custom shopping carts: Store the following credential information in & Fecure location with limited
ACCEass.

APL Signature

smithD11_apil.venzon.net
VLASAZKADDTRESEP
Akagkbvpzjd BgDMCELRCIOA a0 OhE ok GhacE 0.Js SFHUWmMEACT

CL. Z2, 20U L0500 FL

|I:InnE| [Hem-.'el

Make a note of the APl User Name, the Password, and the API Signature. You will need to enter
this information under the Gateway setup in the module settings of the cart.

12. PayPal Payflow Pro

Smith Cart contains fully-integrated support for the PayPal PayFlow Pro (formerly VeriSign) payment
service. Payflow Pro is a payment gateway solution that can be used with any Internet Merchant Account

to process credit card transactions online.
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Note: If you are using Payflow Pro with PayPal as your Internet Merchant Account to process credit card
transactions you should use PayPal Website Payments Pro. See section D above for a description of
PayPal Website Payments Pro.

1. Obtain a PayPal PayFlow Pro Account. In order to use PayPal PayFlow Pro, you must have a
PayFlow Pro account and a compatible internet merchant account. If you don't already have a merchant
account, you can obtain both a merchant account and a PayFlow Pro account through Smith Consulting
by calling 949-829-3020.

To sign up for a PayFlow Pro account;

a. Go to https://manager.paypal.com/ and click the | would like to create a new account link near
the bottom of the page.

b. Provide the required information. They will ask you for information about your business, primary
contact, billing contact, and merchant bank and processor. You may want to have this information
ready before you begin the sign-up process.

2. To configure Smith Cart to use your PayPal PayFlow Pro account to process payments in real-time,
complete the following steps:

a. In Smith Cart, Select the payment gateway option from the dropdown labeled PayPal Payflow
Pro

b. Merchant Login - Enter your PayFlow Pro Merchant Login. If you don't know your Merchant
Login, contact your PayFlow Pro account representative.

c. User - Enter the user name you use to log in to your PayFlow Pro account.

d. Partner - Enter your PayFlow Pro Partner ID. If you don't know your Partner ID, contact your
PayFlow Pro account representative.

e. Password - Enter the password for your PayFlow Pro account.

13. PayPal Checkout Option

The show PayPal checkout option allows you to give your customers the option to checkout using PayPal
standard in addition to the gateway option that you configured above under gateway settings. If you have
configured PayPal standard under the gateway settings above you should NOT check the show PayPal
checkout option checkbox. If you have configured PayPal Websites Payments Pro or PayPal Payflow
Pro under the gateway settings above you should ONLY check this box if you want to give your customer
the additional option at checkout to pay using PayPal standard.

Smith Cart Settings

When “Show PayPal Checkout Option” is checked two additional fields called “Merchant” and “Merchant
Logo URL” will be displayed. See the following screen shot:
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Show Paypal Checkout Option: |V

Merchant: name@youremail.com

Merchant Logo URL:

Merchant (Required) — Enter your PayPal email address you created when you signed up with PayPal.

Merchant Logo URL (Optional) — Enter the path to your company logo. Your company logo will show up
on the PayPal checkout screen as the user checks out on PayPal.

User Checkout

When “Show PayPal Checkout Option” is checked the user is presented with the option to pay on your
website using the payment gateway you configured from the gateway dropdown or checking out on the
PayPal website using PayPal Website Payments Standard.

See the following screen of the cart checkout for an example:

OprayNow OBl me Later  ® 2" paypal, the safer easier way to checkout

" -
Marme on Account: Wewin Carlsan

Street Address* 20 Kendall
City* Laguna Miguel

Country.™ [ |Jnited States b

StateiRegion™ [ cajifarnia .

Fip Code™ 92677
sk (EGS

When the user clicks the PayPal radio button the cart hide the credit card fields because the user will be
entering their credit card information on the PayPal site.

When the user clicks the “Next” button they will be taken to a confirmation page.
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Wielcome Shipping Fayment Method Confirmation
Shipping Information Billing Information
Kevin Carlson Kevin Carlson
20 Kendall 20 Kendall
Laguna Miguel CA 92677 Laguna Miguel CA 92677
Lnited States Lnited States
Telephone: 5555555555 Fayment Type: PayPal Checkout

Shipping Method: Free

Order Details:

Productiame Cluantity UnitPrice
WeriFone Wy 870 1 $399.00
Sub Total : £309 00
Shipping Fee : 20.00
Sales Tax 6.76% : 526 97
Total : 542597
BACK Crain 't PayPal

When the user clicks the “PayPal Checkout” button they are transferred to the PayPal website to

complete their payment:
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Review your payment PayPal 2 secure Payments
Description Unit Price Quantity Amount
Dave Product $12.00 1 $12.00

Add special instructions to merchant Item total: $12.00

Total:  $12.00 USD
Enter qgift certificate, reward, or discount

Payment Method: ATM Debit }0O0C00M-000-0510 $12.00 USD
Change

Ship to: Dave Smith
20 Kendall

Laguna Miguel, CA 92677
United States

Change

Contact Infarmation: dave@ocwebtech.com

Pay Mow

14. QuickBooks Merchant Services (QBMS)

When you choose QuickBooks Merchant Services as your gateway option from the gateway dropdown
the following three required fields are displayed:

e ApplID
e App Login
e Connection Ticket

Follow these steps to obtain your ApplID and AppLogin

1. Navigate to http://appreq.intuit.com

2. Click Join Now, then fill in the form to register and you will be emailed your access info.

3. Navigate to http://appreg.intuit.com and login using your login and password obtained in the previous
step.
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B 1% Ul Applcation Fegisiration - Scmosoft Internet Explorer presented by Comcst
Be Edt Yew Faores JTook Heo

wlmtw.rmmmr =l

IDM Gateway Application Registration

All applications registerad for your company: Individual - Lisnel Roy

Add| | Edi Selfected) | | Vet Selestea) | Sign Gient Cert for Solcated |
Wl pnLogen Wpp Desc

Cortact e-mai

£ 2008.2007 Intuit Inc. All rights reserved, FAQ Stalus Definition Help

3
] [T M T ses &

4. Click on “Add”

T vkl Gateway Apphcation

ol Intermet Explorer presendbed by Comcast

| Bo Edt \ow Favorites Took el

O~ ©- B3l e frem G0 W DD E
Agidrass | & hitpc fappoeg intuit comf AppReg asm -I_
= =] 3 Logrs - <3 Comorate Dwsctory (+8) | @ Uoneifoy | $35we (3 cerers | x)

IDM Service Gateway Application Registration

ey
Contistl » » Finshid
Duatais

To register an applcation, please fill in the following forrn, your application login is based on the
domain name and apphcation narme you privide bélo

Domiain Hame: |
Hop Mame: [
Applagn
Application Descrption |
{shown o weers)
Tech. Corgact e-mail |
Target Application: & QEMS C QBOE
Ermaronnient & Production  IDNBeta (phc)
Applicanon Type: © hosted (web app) & desktop

Sor| Conce |

o

e
L o - B TR
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5. Enter a domain name and App name.

These are used to create your login. Also enter a description of your application and an email address for
a technical contact. This should be a real email address as you will need to access it later.

Leave QBMS checked.
If you are setting up your live application select “Production”

If you are setting up your test application select IDNBeta (ptc)
Leave desktop checked.

The completed screen should look like this:

1Ilu:ll1 Lat sy Apgelication - Scrosoft inbemet Explorer presented by Comcast I

| Be Edt Vew Fgotes Jock pen

| Qe - O - [x] (2] )| JIsowch Soraoees &) (- @ - g3 "
| eveess {) bt appresg. rtuit com/ Appfe. spx :‘
B -ferh ] aatooms - <3 corporate Deectory (+8) | G Uonelhoy | Sd e G4 Ger ™ | (X

IDM Service Gateway Application Registration

Vesrify
Enler Application .
Contact Finished
Irrfcurrriciticn Detaiks

To register an apphcation, please fil in the folowing form, your application lgn i based an the
darnain namea and applicabion nams you provide beloe:

Drarmain Marme |r'rr,-dnr|'ram oM
App Marne: [rryapp

Applogin reyapp fiydormain, com

cation Descrghon -
F;F::ﬂn o usersbm [My app description

Tech. Contact e-mai [techyEmydoman coem
Target Apphcation & QEMS © QBOE
Emaronment & Production # IDMBeta (ptc)
Apphcabon Type © hosted (web apa) & desktop

| | D
D T [ Qs

6. Hit Save. The following screen will be displayed:
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2 Verily eMail - Marasolt Intermet Explorer presented by Comcast

| He Edt vew Fawditer Took e ' :
(@t - © - (2] [2) D] Do praonss @] 3 v @ - JEY
| Agcivess [i8] htin: faporeg.ntuit, com)addFom. aspx — 5
| 2 - Jsearcn ] <3 Logns = 33 Comorate Dvectory (+8) | & Lonel Ray | <3 Save ™ | x.

IDN Service Gateway Applk:atlm Rag,iulmﬁon

————

Your Apphe-atan (ryapp rydoman com) has been recorded swecessfully and an e-rmail
has been sent to the technical contact address (techy@rmydarnain com) you provided
Please gnter the venficabon codi we sent you inta the fizld below to cornplete the
application regrstration process

Enter verficaban code:

e

If you did nat receive the e-mal, you may request a resend
Fesend Verification

¥ou may also choose o verfy later from your Agghcaton List. I you entered the wiong e-
mail address befare, you can also go to the Application List to edit the technical contact far
yowr application, then select your apphication fram the Apphcation List again and chek Svenky
selectsd” to return here and re-send the venfication to the corrected address

@ 3005 Intuit Inc. Al nghts reserved. FAC Help

| | ;l_'
] [T 1| @ Trusted stes %

7. Please check the technical contact email address for an email from
support@intuitdevelopernetwork.com for a verification code to enter here.

8. Copy the verification code to this screen, and hit ‘Verify’, and you will receive the following
confirmation screen:

Revision Date: 11/15/2014 48



Cr SMITH

e CcONESULTING
Smith Module Gateway Setup Guide

2 ety eMail - Macrasolt Intermet Explorer presented by Comcast

| B Edt vew Fpeites Took e - “
]eﬂadc - %] (8] 70| Psexch Fprmones £)| 2- 0 W - ﬂj”|
| agress | @] bap:fjappeeg ntut, comaddRomm. spx jJ

x|

| B -pemcn =] Jitogns = 33 Coporate Deectory (+8) | & Uonel Roy | o Save | Ix

IDM Service r.imw Applir.atlm Ruﬁat’aﬁon

S5

Yon hawe maccesstlly regstered your apphcation wish Inbuit's Service Gateway.

FiniahI
1] | ﬂ;l
] [T [ Trsted sites P

9. Click ‘Finish’ and you will be redirected to the same screen as when you first logged in. Now it will
have the details of the application you just registered.

10. Please make a note of the ApplID and AppLogin as you will need them later when setting up the
gateway in Smith Cart.

Follow these steps to obtain your Connection Ticket
1. Add the ApplD to the placeholder in this URL:

Test URL:

https://merchantaccount.ptc.quickbooks.com/j/sdkconnection?appid=<Appid>&sessionEnabled=true

Live URL:

https://merchantaccount.quickbooks.com/j/sdkconnection?appid=<Appid>&sessionEnabled=true

(For example, if the AppID is 123456789, the URL would be,
https://merchantaccount.ptc.quickbooks.com/j/sdkconnection?appid=123456789&sessionEnabled=true)

Launch your browser to navigate to the login page and enter your account login and password.
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Loy In to your merchant account Commsn Questions

Webcome| Fizase upe your emel sddress {merdhans socoent kegin

Trowbleshooting Questions

E-mail:

Fassword:

..........

SPC DEY(DEY) -~ Branchitrunk - Rebease:vI00607211644

Peviey Legal  Cortaci s £ J008 Intul, Inc. Al rghts ressrsd.

2. Once you log click the “Create Connection” Button

You will then be asked to Turn on or off Login Security, you cannot turn it on, if you do Smith Cart will not
be able to process the transactions.

When you click “Continue” you will be warned about the security issues talked about above, click “OK” to
get the ticket

3. The final screen displays your connection ticket. You will need to copy this and store it in a secure
place. It will need to be pasted into your application sign-on request.

-;h QuickBocks'  Connection Setup

Setup Complete
Congratulstions:
You have sucasshuly craated 3 new Conmactan atwesn amarsdkdeskioptesi1 and yeur

QuickBooks Werchant Services acomunt

To complete thig opeiatan, copy and paste the heket Belew mio the
softeace application that wll ke connecled fo the QuickBooks
Merchast sansces

[TaT-1 15 by 2 TazgatiBsa DD Ty

Adtar you haee pasted the ket please log ot

Mow do | cogy and paste a ficked wlo my spphcation?

Fo duithie gradancs, please consull your softaas appheaiion’s ngsinuchon

Return to the Smith Cart module

1. Navigate to the BuyNow module settings under the gateway setup section
2. Select “QuickBooks Merchant Services” from the gateway dropdown
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3. Enter your App ID, App Login and Connection as follows:

B sSmithCart Settings

Payment Gateway Setup

= Gateway: QuickBooks Merchant Senvices -
= App ID: 106868345

= App Login: test1234 test1234 com

* Connection Ticket: TGT-232-004gX023MHODohMNKGIKIC

Test Mode: [l

Scroll to the bottom of the page and click “Update” to save you settings.

15. Innovative (QuickBooks)

UserName - This is a required field for the gateway. UserName is a unique id that identifies you with the
gateway provider.

Password - This is the gateway password assigned to you by Innovative and is a required field.
Innovative Test Account

Userid: GatewayTest
Password: GateTest2002

16. First Data Global Gateway Connect - LinkPoint

1. Login to First Data Global Gateway central

2. Click Support

3. Click Download Center in the left hand navigation

4. Click download next to Store PEM File

5. Follow the instructions, and download your PEM file to your local PC.

6. In Smith Cart, Select the payment gateway option from the dropdown labeled First Data Global
Gateway.

7. Enter your First Data Global Gateway storename in the Store Name field.
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8. In Smith Cart, use the browse button next to the field labeled Pem File to upload and save this
certificate to a file on your web server with a .pem extension.

Note: The First Data Global Gateway requires a “pem” file to be uploaded to the server. The pem file is a
special file that contains a certificate that is used to authenticate your shopping with the gateway. Itis
used for security purposes to prevent other people from using your gateway account.

9. Go to First Data Global Gateway central, and login. Information for this should have been sent to you
from First Data Global Gateway.

10. Click Customization in the top menu.

11. Mouse over the Administration menu link, and click the option labeled Connect Settings.

2 LinkPoint Central - Microsoft Internet Explorer
Fle Edit View Favorites Tools  Help Qeak - & - ¥ @ &

Address |@ https://staging.linkpt.net/pc/serviet/LPCLogin

(= LinkPoint Central

POS / Reports / Admin / Support / Customization / Log Out / Help

m
T
i}
]
T
5
£l

Product Catalog Customization

Receipt
Themes

Adjust the look and content of LinkPoint Central
uging the following zelections.

Customize LinkPoint Central

POS Content | |
Colors & Graphics
. —— Add products to vour orders
Catalog
Pavment Form ) i i
Settings Feceipt Customize vour Receipt page
Themes Choose themes for your

LinkPaint Central

v
R

Advanced

(_ | 1]
@ Customization | | | | | é ﬁ Internet

Revision Date: 11/15/2014 52



Ce SMITH

Smith Module Gateway Setup Guide

12. In the Order Submission Form section, enter the secure path to your cart page in the Submission
Form URL field. This is the same URL you see when you are checking out in your store on the last
page of the checkout. The correct page will have the "Submit Order" button on it.

For example:
https://www.example.com/Store/tabid/38/ctl/Confirm/mid/383/Default.aspx

Please note: If this URL does not match the exact URL that the customer is at when they submit the
order to First Data Global Gateway, you will get the error:

- Itis not possible to order from the store at this time.
- Contact the merchant for further information (error 1002).

Please note: First Data Global Gateway requires port 1129 be opened for both inbound and outbound
traffic. If you are running on a shared host they may not allow this port to be opened. Most dedicated
hosts will support the opening of port 1129. Please check with your hosting provider for details.

First Data Global Gateway Connect Linkpoint requires the linkpoint.dll to be installed on your server.
When you install Smith Cart the linkpoint.dll is automatically installed in the \bin folder off the root of your

DNN install. The linkpoint dll is 32 bit only and will not work on 64 bit servers. If you have a 64 bit server
you should use the First Data Global Gateway Connect web service gateway option.

17. First Data Global Gateway Connect Web Service

First Data Global Gateway Connect web service is a new gateway integration option from First Data that
is a soap xml web service and will work on both 32 bit and 64 bit servers.

Step 1 — Download your Cert files from First Data

1. Login to your First Data Virtual Terminal using one of the following links:

Test Account Virtual Terminal URL
https://www.staging.yourpay.com

Live Account Virtual Terminal URL
https://secure.linkpt.net/lpc/serviet/LPCLogin

2. Once you are in the First Data Virtual Terminal click the “Support” button on the top menu then click
the “Download Center” link on the left navigation menu.

3. Click the Web Service “Download” button and enter your tax id as depicted in the following screen
shot:
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Welcome 1903160658 | [Smith

Fd F|r5t Dataw Intelligence in every fronsaction

Virtual Terminal Reports Administration
Home
~ Support
Please Keyin Tax ID 111111111

Virtual Terminal Support

For AP For Welh Service
Global Gateway APl Support

Online Support Form

» Download Center

A zip file containing your certificate and authentication credentials will be downloaded to your computer.
Extract the zip file.

Step 2 — Installing and Granting Permissions to the Cert File in 1IS

On Page 96 of the First Data Global Connect Web Service Guide they have instruction on how to install
the certificate to 1IS 5/6. The following is the link to the First Data Global Connect Guide or you can
download it from your virtual terminal.

http://www.smith-consulting.com/Portals/0/docs/FDGG-Web-Service-API.pdf

For instructions on installing the certificate in IS 7 the following links are helpful:

http://www.digicert.com/ssl-support/pfx-import-export-iis-7.htm

http://msmvps.com/blogs/luisabreu/archive/2010/09/13/grant-access-to-certificate-s-private-key-in-iis-7-
5.aspx

1. Use MMC to import the P12 certificate

2. When going thru the MMC certificate import wizard you will be prompted for a certificate password.
The file named “WS-YOUR-STORENUMBER.p12.pw.txt” (i.e. WS19091606222._.1.p12.pw.txt) you
downloaded from First Data contains your P12 cert password.

3. Grant permissions to the certificate you just imported. If you are running IIS 7 you need to grant the
"IIS AppPool\DefaultAppPool" permission to use the cert. Other versions of IIS use the “Network Service”
account.

Step 3 — Configuring Smith Cart for the First Data Global Connect Gateway
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When you select the First Data Global Gateway Connect web service from the gateway dropdown in the
Smith Cart settings you will see the following three fields displayed:

User ID - This is a required field for the gateway. User D is a unique id that identifies you with the
gateway provider.

Password - This is the payment gateway password and is a required field.

Note: The userid and password above are to authenticate with the First Data gateway and are different
from the userid and password that you login to the First Data virtual terminal with.

The userid and password you need to enter in Smith Cart are found in the file named “WS-YOUR-
STORENUMBER.Auth.txt” (i.e. WS19091606222. .1.Auth.txt) you downloaded from the First Data
virtual terminal download center.

PEM File — The PEM file is your First Data client certificate you downloaded from the First Data virtual
terminal download center. Select and upload your PEM file to your web site.

For more information on installing and configuring the First Data Global Connect gateway please click on
the following link http://www.smith-consulting.com/Portals/0/docs/FDGG-Web-Service-API.pdf.

18. RBS WorldPay

RBS WorldPay (http://www.worldpay.us/) payment gateway integration is a Bank Hosted integration
meaning the user is re-directed to a secure page hosted by WorldPay to submit their card details then
returned to your site and the cart where a confirmation page is displayed.

To setup the cart to use WorldPay as the payment gateway do the following:

1. Go to the BuyNow module settings “Payment Gateway Setup” section and select “RBS WorldPay” as
the payment gateway.

2. You will be prompted to enter the following field:

instld - This is a required field for the gateway. instld is your RBS WorldPay Installation ID assigned to
you when you sign up for the WorldPay gateway account.

In order to have World Pay return to your site the following 3 settings on the world pay merchant interface
that need to be set:

1. Click on this link to go to the merchant interface
http://www.rbsworldpay.com/support/index.php?page=login&c=WWwW
Select “Business Gateway — Formerly WorldPay” and click go
Select test or production whichever one you are trying to setup
Login using your credentials
Click “Installations” on the left panel
Click the button under the “Integrations Setup” column for the account you want to setup
In the field titled “Payment Response URL” cut and paste the url from the shopping cart confirm
page. The confirm page is the cart page with the process payment button, the page right before
you go to WorldPay

Nogakwd
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8. Check the box titled “Payment Response enabled”
9. Check the box titled “Enable the Shopper Response”
10. Save your changes

19. ANZ eGate Payment Gateway

The ANZ eGate (anz.com) payment gateway integration is a Bank Hosted integration meaning the user is
re-directed to a secure page hosted by ANZ eGate to submit their card details then returned to your site
and the cart where a confirmation page is displayed.

Merchant ID - This is a required field for the gateway. MerchantID is a unique id that identifies you with
the gateway provider.

Access Code - This is the gateway Access Code and is a required field. ANZ assigns an Access Code
to you when you sign up for their gateway services.

Secure Hash Secret - This is the gateway Secure Hash Secret key and is a required field. ANZ assigns
an Secure Hash Secret key to you when you sign up for their gateway services.

20. MyGate Payment Gateway

MyGate is a payment gateway based in South Africa http://mygate.co.za/ providing ecommerce credit
card services.

Merchant ID - This is a required field for the gateway. Merchant ID is a unique id that identifies you with
the gateway provider.

Application ID - This is the gateway Application ID and is a required field. MyGate assigns an
Application ID to you when you sign up for their gateway services.

21. MyGate Enterprise Payment Gateway

MyGate Enterprise is a payment gateway based in South Africa http://mygate.co.za/ providing
ecommerce credit card services. The MyEnterprise solution is MyGate's payment solution for companies
that want to incorporate their online transactions into their internal billing system or online website. It
also allows the merchant to accept the clients credit card details on their website as opposed to utilizing
the MyGate Virtual Payment Screen with the MyVirtual Solution. This Solution makes use of web
services to communicate with MyGate and to submit the data securely.

Merchant ID - This is a required field for the gateway. Merchant ID is a unique id that identifies you with
the gateway provider.
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Application ID - This is the gateway Application ID and is a required field. MyGate assigns an
Application ID to you when you sign up for their gateway services.

Gateway ID - This is the Gateway ID that corresponds to bank where the Merchant Account is kept.

21 = FNBLive
22 = ABSA
23 = Nedbank

Bank ID - This is the Bank ID and is a required field. MyGate assigns a Bank ID to you when you sign up
for their gateway services.

The MyGate Enterprises gateway integration will process both 3DSecure and non 3DSecure credit card
transactions.

22. DPS Payment Express Hosted Payment Page

Payment Express is a Visa and MasterCard certified solution, developed by DPS, which facilitates
electronic payments seamlessly from multiple access points i.e. Web, EFTPOS, Billing, IVR (Interactive
Voice Response), CRM, Vending, MOTO (Mail Order / Telephone Order) and Wireless.
http://www.paymentexpress.com

The DPS Payment Express is a bank\\ hosted payment page that is compliant with PCI DSS standards.

DPS is certified with banks in Australia, New Zealand, Pacific Islands, Singapore, South Africa, USA and
United Kingdom.

Select DPS — Payment Express from the “Gateway” dropdown list and the following fields will be
displayed:

PxPayUserld - This is a required field for the payment gateway. PxPayUserld is a unique id that
identifies you with the gateway provider.

PxPayKey - This is the payment gateway secure key and is a required field.
With the DPS hosted payment page credit card information is not collected in Smith Cart, all payment

information is collected on the DPS hosted payment page. From the Smith Cart confirmation page when
you click submit order the following DPS payment page will be displayed:
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Payment Checkout
Amount (NZD) | $75.14

Credit Card Number | 4111111111111111
Card Expiry Date | (12 /|11

Name on Card | Dave Smith

Card Security Code | 123 Mhat is this?

FUUUSUBMIT
O 15 paumentonpress®

Privacy Policy

Payment Complete
Response | APPROVED
The Transaction was approved
Description PAYMENT - 5/12/2010 10:13:07 PM
Transaction Type | Purchase
Amount (NZD) |$75.14
Card Type | Visa
Authorization Code | 171655

FUUUNEXT
O 115 paumentonpross®

Privacy Palicy

When the user clicks the “Next” button they will be returned to the Smith Cart confirmation page.

The payment pages at DPS are fully customizable. For information on how to customize the look of your
payments page please see:

http://www.paymentexpress.com/technical resources/ecommerce hosted/pxaccesscustom.html
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23. Elavon Virtual Merchant

Elavon ( http://www.elavon.com/ ) is a leading global provider of merchant acquiring services, providing
integrated payment processing to more than 1 million merchants. Elavon merchant services formerly
Nova is available through Costco and other merchant service providers.

Select Elavon Virtual Merchant from the “Gateway” dropdown list and the following fields will be
displayed:

Merchant ID - This is a required field for the payment gateway. Merchant ID is a unique id that identifies
you with the gateway provider.

User ID - This is the payment gateway user id and is a required field.

Pin - This is the payment gateway secure key and is a required field.

24. Elavon Internet Secure

Internet Secure (http://www.internetsecure.com ) is a complete solution for payment processing including
Visa, MasterCard, American Express, Discover and INTERAC® Online Payments. Internet Secure is
part of the Elavon suite of products. The Elavon network is one of the largest most reliable payment
processing networks in the world processing more than a billion transactions annually.

Select Elavon Internet Secure from the “Gateway” dropdown list and the following fields will be displayed:

Gateway ID - This is a required field for the payment gateway. Gateway ID is a unique id that identifies
you with the gateway provider.

25. eWAY Payment Gateway

eWAY is a payment gateway based in Australia http://www.eway.com.au/ providing ecommerce credit
card services. Smith Cart is integrated with the eWAY Merchant Hosted Payment solution. Smith Cart
posts an XML document containing customer and payment information to the eWAY payment gateway.
This allows customers' to remain on your website at all times, while processing occurs behind the scenes.

In the Smith Cart BuyNow module settings enter the following information under the “Gateway” section for
eWay:

Customer ID - This is a required field for the eWAY gateway. CustomerID is a unique id that identifies
you with the eWAY gateway provider.
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26. NMI - National Merchants Inc

Merchant ID - This is a required field for the gateway. Merchant ID is a unique id that identifies you with
the gateway provider. NMI refers to this as a userid.

RegKey - This is the gateway password and is a required field. NMI refers to this as password.

NMI URL — Enter the URL of the gateway. NMI hosts many private label gateways, therefore you must
enter the URL for the gateway.

For example:
https://secure.cardflexonline.com/api/transact.php

NMI Test Account
Userid: demo
Password: Password

27. PayWay — Bank Hosted

PayWay Net is an Australian based payment gateway provided by Westpac. You can learn more about
PayWay here: http://www.payway.com.au. The PayWay payment gateway integration is a Bank Hosted
integration meaning the user is re-directed to a secure page hosted by PayWay to submit their card
details then returned to your site and the cart where a confirmation page is displayed.

Setup Instructions:

1. Login to your PayWay control panel using the information provided by PaywWay:
https://www.payway.com.au/

2. Click the Setup Net link on the left side of the page
3. Click the Setup link

4. Select the third option on the page which reads Bill Payments/Shopping Cart - | need to pass across
information from my website

5. Click Next

This page gives you an option to change the appearance of your PayWay hosted payment page. While
you are free to do so, Smith Cart does not require you alter these settings. Click Next to go to the next
settings page.

Under the heading Browser Return:

a. Set the Browser Return URL Pre Payment field to your storefront page URL:

https://www.example.com/Store/tabid/38/ctl/Confirm/mid/383/Default.aspx

b. Set the Browser Return Type field to Redirect
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c. Set the Browser Return URL field to the same URL you entered for a. above
d. Set the Browser Return Payment Status field to all
Under the heading Server-to-Server Payment Notification
a. Set the Notification URL field to the same URL you entered for step 5a above.
b. Set the Notification Payment Status field to approved
c. Set the Notification Post Type field to extended
Click Next

You should now be on a settings page titled Security Information. Very carefully write down (or copy
and paste to a text file) your Encryption Key, Username, and Password.

Enter your web server's IP address in the IP address section. If you don't have it, ask your web host.
Click Next through all remaining settings pages

To go live, click the go live link under Setup Net on the left side of the page

Click the Administration link on the left side of the page

Click Merchants

Your Merchant ID is located in the Merchant ID column. Write it down.

Look in the upper right hand corner of the page. You should see your Biller Code after the text Biller
Code: Write it down.

Go to the Smith Cart BuyNow module settings under the Payment Gateway Setup section and select
“PayWay — Bank Hosted”

Enter the following information in the textboxes:

User Name

Password

Biller Code

Merchant ID — Enter “TEST” for test mode
Encryption Key

agrLONE

Click “Update” at the bottom of the screen to save your changes.

Testing:
PayWay allows you to submit test transactions by setting your Merchant ID to TEST.

When testing, use the following Visa credentials:

Card #: 4564710000000004
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Card Security Code: 847
Exp. Date: 02/19

PayWay should approve test transactions when you use the card data above.

28. Sage Payment Solutions

Smith Cart is integrated and compatible with the Sage Gateway. Sage Payment Solutions is a division of
Sage Software, for additional information about the Sage Payment Gateway, please visit
www.sagepayments.com. When the “Sage Payment Solutions” gateway option is selected in the
BuyNow settings the following required fields are displayed:

MerchantID - 12 Digit Merchant Identification (Virtual Terminal ID) Number Required for Gateway Access

Merchant Key - 12 Digit Merchant Key Required for Gateway Access

29. Sage Pay Solutions

Smith Cart is integrated and compatible with the Sage Pay Gateway bank hosted payment form. With the
Sage Pay bank hosted payment page users are transferred to the Secure Sage Pay payment for during
the cart checkout. Sage Payment Solutions is a division of Sage Software, for additional information
about the Sage Payment Gateway, please visit www.sagepay.com. When the “Sage Pay — Bank Hosted
Payment Page” gateway option is selected in the BuyNow settings the following required fields are
displayed:

Vendor Name — Vendor Name is required for gateway access and is assigned by Sage Pay after you
sign up for a merchant account.

Encryption Key- The Encryption key is required for gateway access and is assigned by SagePay after
you sign up for a merchant account.

30. TranskFirst

When the “TransFirst” gateway option is selected in the BuyNow settings the following required fields are
displayed:

Merchant ID - This is a required field for the gateway. Merchant ID is a unique id that identifies you with
the gateway provider.

Reg Key - This is the gateway password and is a required field. Authorize.net refers to this as a
Transaction Key.

Revision Date: 11/15/2014 62


http://www.sagepayments.com/
http://www.sagepay.com/

Sc SMITH

Smith Module Gateway Setup Guide

31. WorldPay Direct with 3D Secure

WorldPay is one of the largest payment processor in the world and can take payments in up to 120
different currencies. You can also select the currency you want WorldPay to pay into your bank account.

Here are just a few of the many currencies supported:
e Australian Dollar
Canadian Dollar
Danish Krone
Euro
Hong Kong Dollar
Japanese Yen
Malaysian Ringgit
New Zealand Dollar
Norwegian Krone
Pounds Sterling
South African Rand
Singapore Dollar
Sweden Krona
Swiss Franc
Turkish Lira
US Dollar

When the “WorldPay” gateway option is selected in the BuyNow settings the following required fields are
displayed:

Payment Gateway: [ | WorldPay - Direct |E|
Install ID: 274542

Username: MYACCOUNT

* ¥ML password: g7 dfdb45kjj

In order to obtain the credentials above you must contact WorldPay and setup a test account or live
account.

A. Checkout with WorldPay 3D Secure

When the user enters their credit card information in the Smith module and clicks the “Next” button the
user will be taken to the Visa 3D Secure website. Please see the following 3D Secure website screen
shot:
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WorldPay

3D Secure Authentication Page

Merchant Name My Company

Card Number 44g4**F*kRRRRE)000 Verfﬁedby
Payment usp 37.00

Personal Assurance Pam123%

Message

Flease choose one of the available actions and press Continue button

EAYENELE Cardholder authenticated -

Actions:

CONTINUE o

WorldPay (UK) Limited © 2012

Next, the user enters their their 3D Secure Pin on the Visa 3D Secure website and clicks on the continue
button. After the user authenticates and clicks the continue button they will be transferred back to the
Smith module to process their payment via the WorldPay payment gateway as follows:
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REGISTRATION INFORMATION

First Name:
Last Name:
Street Address:
City:
State/Reqgion:
Country:

Postal Code:

Email:

ORDER DETAILS
[temn(s):

Quantity:

Total Price:

Payment Method:

| Agree to the terms []

Scott

Kelly

20 kendall st
laguna niguel
CA

us

92677

scott@smithcart.com

Monthly

1

$37.00
Credit Card
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When the user clicks the submit button on the Smith module the payment is processed via the WorldPay
payment gateway and the Smith module displays a confirmation page.

32. Custom Pluggable Payment Gateways

Smith Cart is pre integrated with most of the popular payment gateways you will ever need for your e-
commerce site, but you may have the requirement to work with a payment gateway provider that is not
currently integrated with Smith Cart. If you need a gateway that is not currently integrated with Smith Cart
you have the following two options:

e Use the Custom Payment Gateway Web Service (Direct or Hosted) option that is built in to Smith

Cart to plug in a new payment gateway.

e Send a request to have our programming staff integrate a new payment gateway with Smith
Cart. http://www.smith-consulting.com/services/requestaquote.aspx

A.

Custom Direct Payment Gateway Web Service
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The Direct Custom Payment Gateway Web Service option allows you to plug-in any payment gateway
provider you desire.

To configure the “Custom Direct Web Service” do the following:

1. Go to the Store Admin Menu and click the “Payment Setup” button

)

2

[
e |

Payment Setup

2. Click the “Payment Gateways” button on the top menu

3. Select the “Custom Direct Web Service” from the gateway dropdown list

Payment Gateway Setup

% Payment Gateway: Custom Direct Payment Gateway |E| :
Merchant ID: userid|

Password: password

URL: hitps://secure. mysernvice.com/processcard.

When the “Custom Direct Web Service” gateway option is selected in the payment gateway setup screen
the following required fields are displayed:

Merchant ID - This is a required field for the gateway. Merchant ID is a unique id that identifies you with
the gateway provider.

Password - This is the gateway password and is a required field.

URL - Enter the URL of the payment gateway you want to post the credit card transaction to.

For example: https://secure.myservice.com/processcard.aspx

The custom web service gateway option performs an https post operation to the URL you enter in the
“URL” field. A secure SSL connection is initiated from the cart to the payment gateway URL to pass
transaction data in name/value pairs. It is a standard https post “Request — Response” with hidden name
value pairs (NVP). The following are the required fields (parameters) in the request and response

between the cart and the payment gateway:

Parameters Posted by SmithCart to the Payment Gateway
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Merchant ID
Password

Mode = "TEST" or “LIVE”
Trans_Type = "SALE"
Credit_Card_Number
Expiration_Date
CVV2_Code

Amount
Billing_Name
Address

City

State

Zip

Country

Response Parameters SmithCart expects back from the Payment Gateway

AuthCode

Status (APPROVED or DECLINED)
TransID

Notes

Amount

The cart expects the transaction response parameters from the payment gateway to be returned as an
ampersand ("&") delimited string. The gateway response parameters provide information about the status
of a transaction whether it was accepted or declined as well as other information about the transaction.

The cart receives and parses the transaction response from the payment gateway and displays the
results to the customer.

The custom gateway/web service option in the cart uses the standard WebRequest Class
http://msdn.microsoft.com/en-us/library/system.net.webrequest.aspx in dot net to communicate with your
payment gateway. The integration and communication between the cart and the payment gateway is
very similar to the Authorize.Net AIM payment gateway integration here
http://www.authorize.net/support/AIM_guide.pdf

B. Custom Hosted Payment Gateway Web Service

The Hosted Custom Payment Gateway Web Service option allows you to plug-in any hosted payment
gateway provider you desire. To configure the “Custom Hosted Web Service” do the following:

1. Go to the Store Admin Menu and click the “Payment Setup” button
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Payment Setup

2. Click the “Payment Gateways” button on the top menu

3. Select the “Custom Hosted Web Service” from the gateway dropdown list

Payment Gateway Setup

¥ Payment Gateway: Custom Hosted Payment Gateway |E| £
Merchant 1D tester

Password: password

URL: https://secure. mypaymentform.com/payonl

When the “Custom Hosted Web Service” gateway option is selected in the payment gateway setup
screen the following required fields are displayed:

Merchant ID - Merchant ID is a unique id that identifies you with the gateway provider and is used for
authentication. Merchant ID should be a required field for the gateway.

Password - This is the gateway password and should be a required field. Used for security
authentication.

URL - Enter the URL of the hosted payment gateway you want SmithCart to transfer to when the user
checks out in SmithCart and clicks the submit button to make payment.

For example: https://secure.mypaymentform.com/payonline.aspx

Redirect and Post

The SmithCart custom hosted web service gateway option will perform a “Response.Redirect” to the URL
that you have configured in the “URL” field and pass the payment parameters as hidden fields in the form
post.

SmithCart will communicate with the custom hosted payment gateway using a standard https “Request —
Response” form post with hidden name value pairs (NVP) fields.

The following are the required fields (parameters) in the request and response between SmithCart and
the payment gateway:
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Parameters Posted by SmithCart to the Payment Gateway

merchant_id

password

test mode - "1" for test mode. “0” for live.
trans_type - "creditcard"

return_url - The url that the customer will be redirected to after they process a payment.
first_name

last_name

addressl

address?2

city

state

country

postalcode

email

telephone

company_name

order_id — SmithCart Order ID
ship_amount

tax_amount

order_total

product: {id},{name},{quantity},{amount} in json format

Example:

{product=[{sku:1234, name:ProductABC, quantity:1, amount:100.00}, {sku:2222,
name:ProductXYZ, quantity:1, amount:200.00}]}

Transaction Response

The Hosted Payment Gateway should redirect buyers back to SmithCart after a successful payment.
The Hosted Payment Gateway gets the URL to redirect the buyer to in one of two ways:
1. By using the "redirect_url" parameter passed by SmithCart in the original post redirect
2. By allowing merchants to configure a URL in there gateway virtual terminal where buyers will be
redirected to after a successful payment.

SmithCart will accept response parameters posted from the gateway as form variables.

Response Parameters SmithCart expects back from the Hosted Payment Gateway

status - "00000" or "Approved" indicates payment success. Any other value indicates decline.
payment_type (CreditCard, ACHChecking, ACHSavings)

auth_code - Authorization code returned from the processor

trans_id - Transaction ID returned from the processor

notes - In the case of a declined transaction returns the reason for the decline.
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e amount - Amount of the transaction authorized

C. Custom Payment Gateway Architecture

The Smith Cart custom payment gateway options allow you to plug in payment gateways that are not
currently pre integrated with Smith Cart.

The following diagram shows the basic flow of control when using the Smith Cart custom gateway option
to plug in a new payment gateway:

Your Custom :' Payment

Smith Cart Web Service |« Gateway

The following items correspond to the numbers in the diagram above:
1. Your site running Smith Cart sends a Pay request to “Your Custom Web Service”.
2. Your Custom Web Service receives the request from Smith Cart and does the following:

- Translates the fields posted by Smith Cart to the field names required by the payment gateway.
- Builds a request to the new payment gateway you want to communicate with.

- Sends a request to the payment gateway using the communication mechanism outlined in the
payment gateway integration guide. Most payment gateways use one of the following
communication mechanisms to send and receive information:

- Http post with hidden form fields

- Http post with querystring parameters

- Soap Xml web service

- Restful web service

- Method calls to a DLL provided by the payment gateway

3. The payment gateway processes the transaction and responds with an approval or a decline.

4. Your Custom Web Service receives the response from the payment gateway and builds the response
back to Smith Cart using the response fields that Smith Cart expects to receive.
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Please Note: The box titled “Your Custom Web Service” in the diagram above is a program that you
develop and can be in any language you desire (C#, VB, PHP, Java, etc.). Your custom web service
functions as a middle man between Smith Cart and the payment gateway you want to integrate with.

The reasons that Smith Cart cannot communicate directly with the new payment gateway and you need
to develop your own web service to marshal transactions between Smith Cart and the payment gateway
are as follows:

- Each payment gateway uses a different communication mechanism (i.e. http post, soap xml,
restful web service, etc.)

- Each payment gateway uses different naming conventions for the request and response fields
that are send back and forth.
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